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Abstrakt

Zvysené pouzivani riznych typt aplikaci na mobilnich telefonech vytvari v téchto zatizenich bohaty
zdroj osobnich informaci pro forenzni vySetfovatele. Mobilni zafizeni mohou uchovavat potencialni
dikazy, které lze vytézit pomoci forenznich nastroji a analyzy. Tato bakalarska prace se zabyva
provadénim forenzni analyzy dvanacti mobilnich aplikaci, a to: Messenger, WhatsApp, Viber,
iMessage, Google Chrome, Safari, Firefox, Opera Mini, Google Maps, Apple Maps, Mapy.cz a
Waze. Aplikace jsou rozdéleny do tfi typl: komunikace, mapy a navigace, prohlizeni. Vyzkum byl
proveden na zafizeni iPhone 6, na kterém byly nainstalovany zminéné aplikace. V kazdé aplikaci
byly provadény stanovené uzivatelské aktivity. Poté byly na mobilnim telefonu provedeny tii typy
extrakci. Konkrétné logicka, pokroc¢ila logicka a extrakce souborového systému. Nasledné byla
provedena manualni forenzni analyza ziskanych dat. Forenzni analyza méla za cil zjistit, zda byly na
zafizeni ulozeny a zachovany konkrétni Cinnosti provadéné ve vybranych aplikacich. Vyzkum vedl
k zavéru, Ze se z aplikaci pro navigaci nepodatilo ziskat témét Zadné stopy, s vyjimkou Waze.
Aplikace pro komunikaci a prohlizeni poskytly pfilezitost ziskat znaéné mnozstvi cennych osobnich
udaju, které mohou soudni vySetfovatelé naptiklad pouzit v feSeni trestnich pripada.
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Cellebrite UFED, extrakce dat, forenzni analyza, forenzni nastroj, iPhone, mobilni telefon.



Abstract

The increased use of different types of applications on mobile phones makes these devices a
goldmine of personal information for forensic investigators. Mobile devices can store potential
evidence, which can be acquired with the forensic tools and analysis. This bachelor’s thesis focuses
on performing forensic analysis of twelve mobile applications, such as Messenger, WhatsApp, Viber,
iMessage, Google Chrome, Safari, Firefox, Opera Mini, Google Maps, Apple Maps, Mapy.cz, and
Waze. The applications are categorized into three types of mobile applications, namely
communicating, maps and navigation, and browsing. The study was conducted on iPhone 6, on which
were installed mentioned applications. In each application were performed specific user activities.
Then three types of extractions were conducted, specifically logical, file system, and advanced
logical. After that manual forensic analysis was performed on the acquired data. The forensic analysis
aimed to determine whether specific activities conducted through chosen applications were saved
and stored on the device. The study led to the conclusion that almost no traces could be recovered
from applications for navigation, except Waze. Applications for socializing and browsing gave the
opportunity to extract a substantial amount of valuable personal data that can be used by forensic
investigators for solving criminal cases.
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Introduction

In today’s world of technology, nearly everyone has a mobile phone. Initially, the main functionality
that was expected from a mobile was the capability of communication. In the course of time, it has
become an excellent tool not only for communication but also for taking photos, listening to music,
browsing, using navigation, etc. Installing various applications gave user an opportunity to extend
functions of their mobile phones. As a result, people are used to taking their phones everywhere they
go and constantly using different types of applications. In this way, the applications store a substantial
amount of personal data that can be disclosed by malicious users or contain traces of illicit activities.
Disclosure of personal information, for example, can lead to crimes such as identity theft, stalking,
blackmailing, etc. Therefore, mobile devices can hide important evidence, which can be used by
authorized bodies for solving criminal cases. In this connection, nowadays it is essential to study
different types of applications from a forensic point of view. This results in the topic of this bachelor’s
thesis.

The crimes related to disclosure of personal information from the mobile phones become more
frequent these days, and as a consequence, people start thinking about possible ways to protect their
private data. In order to achieve that, the users give preference to applications, which promise them
to secure their information. This is another indicator of the importance and relevance of the topic.

There are several reasons behind choosing this particular topic for the bachelor’s thesis. The first
reason is the fact that the author’s occupation is related to a particular phase of the forensic process,
namely data acquisition. Another reason is the author’s interest in the matter and willingness to know
further details not only about the data acquisition but also about the next phase of the forensic process,
namely forensic analysis. At present this area is on the upswing, which increases the author’s
curiosity and desire to work with innovations and know-how.

This thesis intends to reveal differences in data stored in various types of applications. The purpose
of the bachelor’s thesis is to analyze data from applications, which are obtained during the forensic
collection of the mobile phone. The mobile applications were chosen from the three most used
categories, specifically communication, maps and navigation, and browsing. In each category were
analyzed data from 4 applications, which means that a total of 12 mobile applications were installed
on the phone, if there were not already integrated with it. Subsequently, the author was using
mentioned applications in his everyday life and was performing specific activities in them. After a
particular period of time, the created data were extracted from the phone using two software forensic
tools and the forensic analysis was performed.



1 Forensic Process

The term “forensic” is derived from the Latin "forensis", which means "before a forum, public", and
was used when presenting a case in court. The term “forensics” is an abbreviated form of “forensic
science”. Forensic science studies collection, preservation, and analysis of the scientific evidence
during the investigation. Forensic science consists of various categories, or branches, such as
toxicology, ballistics, anthropology, DNA profiling, fingerprint analysis, and more.

Digital Forensic is one of the branches of Forensics Science, which is comprised of the recovery and
examination of data that are found in examined devices and electronic media. (Carrier et al., 2002)
Originally, digital forensic was mainly known as the forensic section that studies evidence from
computers. In the course of time, the meaning of the term has expanded to include examination of
new devices that appeared on the market and were able to store digital data. Therefore, the forensic
section that studies evidence from mobile phones is called mobile phone forensics.

As stated by National Institute of Standards and Technology in the U.S., mobile phone forensics can
be defined as the science of retrieving digital evidence from a mobile phone under forensically sound
conditions by applying accepted methods. Due to the fact, that every investigation is conducted
differently, it is difficult to determine a unified procedural approach to the forensic process. Even
though there is no standardized guideline, the process can be widely separated into four key areas:
preservation, acquisition, examination and analysis, and reporting. (Ayers et al., 2014) The first phase
is very important, as a whole investigation is based on the correct way of preserving the integrity and
chain of custody of the digital evidence. Failing this phase might jeopardize the entire investigation.
The second phase consists of acquisition of the evidentiary data, after which follows the next phase
of their examination. In the final phase, the findings of the analysis are brought in a format that can
be presented for example in front of the jury. (Majeed et al., 2015) In this bachelor’s thesis, only two
stages are relevant to us: acquisition and analysis, which are described below in more detail.

1.1 Acquisition

The acquisition is presented by the process of imaging or, in other words, extraction of information,
that is stored on the mobile device and its peripheral equipment and media. (Ayers et al., 2014)
Peripheral equipment and media are understood to be associated with the phone secure digital
memory cards (from now onwards SD cards) and subscriber identity module cards (from now
onwards SIM cards).

As mentioned above, there are different approaches and steps that can be followed during the forensic
process. The main requirement for all the procedures is that extraction of data and its further
documentation must be carried out in such a way, that acquired information is reliable for usage in
criminal proceedings.

The first step in the forensic examination is considered to be the identification of the device. Set of
characteristics of mobile phone determine the route, which should be taken in creating an image of
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the evidence. Mobile characteristics are understood to be manufacturer, model, serial number,
international mobile equipment identity (from now onwards IMEI), capacity, etc. With a knowledge
of the exact type of the phone, we are able to define an appropriate forensic tool for mobile extraction.
There are several software forensic tools for mobile phones on the market. They differ in price,
methods of extraction, supported types of mobile devices, user experience and type of output.
Unfortunately, in some cases, data that are extracted using different tools are not identical. One
forensic tool, for example, can uncover more data, than the other. In such cases, it is better to use
several tools, in order to have verified data.

Discovered information also depends on the type of extraction that is used during acquisition. In
general, software forensic tools allow to perform 3 types of acquisition, which include logical, file
system and physical extractions. These types of acquisition are further explained in chapter 4.

Before connecting the mobile device to the forensic tool, it is necessary to properly prepare it for the
examination. In some procedures the first step is turning off the mobile phone if it is not already
turned off. Next step would be removing SIM cards and SD cards that are examined separately, in
order to provide a comprehensive analysis based on the type of trace. In such cases, special adapters
are required for imaging SD and SIM cards.

Another approach that can be applied during the acquisition process is keeping the mobile phone
turned on. This results in the necessity of turning on the airplane mode in order to disable cellular
communications and to avoid modification or destruction of data on the evidence. This can also be
achieved with the help of Faraday bag, but it is important to keep in mind, that it does not completely
eliminate the potential for cellular and wireless networks, especially when it is not properly sealed.
(Sachowski, 2018)

Conducting acquisition with removed SIM and SD cards is not a strict rule either. If SD card is left
inside the mobile phone while the phone is being imaged, then SD card does not need to be removed
and imaged once again, as all the data from the card were collected along with the data from internal
memory of the phone. SIM card, on the other hand, must be always imaged apart from the mobile
device.

1.2 Data analysis

After the acquisition is performed on the mobile device, there comes a time when data need to be
analyzed. The analysis consists of an examination of the evidence, determining the significance of
findings, and drawing conclusions based on them. (Ayers et al., 2014)

There is a rich variety of different information that is stored on mobile devices. Some data are
characteristic for all types of mobile devices and some data are created by user’s installed
applications. The second type of data can reveal a great amount of information about the user.
Extracted data generally include contact lists, SM'S messages, call logs, pictures, videos, audio files,
e-mails, notes, calendars, visited locations, etc.

This phase is aimed to examine and reveal digital evidence from the extracted data. The process of
analyzing data is generally supported by special forensic tools, which are able to open files that are
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generated after the acquisition process. The chosen tool gives forensic examiner an opportunity to
examine and correlate findings with the crime scene in order to reach strong conclusions. During this
phase, investigator traces connections between people and events using information about time,
images, calls, online activities, movements and other incidents, which may occur after the
acquisition.
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2 Forensic tools

At the present time, there are several commercial tools for forensic analysis of mobile devices on the
market. These forensic tools can be divided into two main categories. The first category includes
software tools that are installed on a workstation. In order to obtain data from a mobile device, it is
later connected to the workstation via USB cable. The second category is represented by hardware
tools. That means that data from mobile devices are extracted using a particular apparatus, which is
developed specially for acquiring the data. In this case, mobile device is not connected to the
workstation, but to the hardware forensic tool. However consequent data analysis is conducted by
means of software tools installed on the workstation. Generally, companies that develop forensic
tools offer both types of tools: hardware and software. In this chapter are described some of them,
specifically MSAB XRY, Oxygen Forensic, MOBILedit Forensic Express, and Cellebrite UFED.

2.1 MSAB XRY

XRY is a software forensic tool from a Swedish company MSAB. XRY offers physical as well as,
logical extractions. More than 25 000 mobile device profiles are supported by this tool, including
drones. XRY is able to extract device information, contacts, call logs, appointments, notes, tasks,
SMS, MMS, iMessages, e-mails with attachments that can be viewed immediately. The tool supports
over 1 600 application versions and gives the opportunity to obtain media files, such as photos,
videos, audio files and voice recordings that can be instantly listened to. It can also extract locations,
WiFi connection history, passwords for device owner’s accounts

Another function includes technology of image recognition that classifies images into categories,
such as drugs, weapons, and humans. XRY is able to recover data from a cloud storage without re-
entering user’s login details. Next feature is an ability to extract data from another type of mobile
phones, such as cheap imitation phones from Asia. The tool supports the latest smartphones,
including the latest iOS version 11, and a variety of new Android devices. (MSAB, 2018)

2.2 Oxygen Forensic

Oxygen Forensic is a forensic software that extracts data from mobile devices, their backups, SIM
cards, memory cards, drones, and cloud storage. With this tool forensic examiner is able to extract
and analyze device information, call logs, contacts, media files, calendars, notes, iMessages, SMS,
MMS, e-mails, GPS coordinates, Wi-Fi connection history, etc. Among other features is finding
passwords to encrypted images and backups, bypassing screen lock on well-known Android OS
devices, extracting metadata and GPS location from drones, recovering deleted files, for example,
contacts, messages, call logs, photos, etc.

Oxygen Forensic supports more than 430 application updates for mobile phones, more than 16 900
smartphones with various operating systems. The tool allows user to import multiple types of
backups, as well as images of iOS and Android devices that were created by other forensic tools. It
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has the ability to extract data using a USB data cable or Bluetooth connection. The price for different
packages varies from $2,499 to $89,999 depending on the number of concurrent connections.
(Oxygen Forensics, 2018)

2.3 MOBILedit Forensic Express

MOBILedit Forensic Express is able to extract data from mobile devices and cloud storage, analyze
them and immediately generate a report. All these functions nowadays are a standard among forensic
tools. This tool is an extractor with a wide range of supported mobile devices. One of the newest
features is Photo Recognizer, which automatically searches and recognizes suspicious content in
photos, such as weapons, drugs, nudity, currency, and documents. Photo Recognizer uses artificial
intelligence and machine learning that allows the forensic examiner to quickly analyze an unlimited
number of pictures, instead of wasting a lot of time on exhaustive manual search of key evidence in
large photo databases. The forensic tool also gives an opportunity to generate reports in multiple
languages. MOBILedit Forensic Express does not have the exact number of supported mobile
devices on their website.

Applications are examined in detail, including data of deleted applications, if available. MOBILedit
Forensic Express provides a comprehensive report on contacts, phone calls, messages, audio and
video files, and deleted files, if available. The tool also extracts and break passwords from
applications and accounts. It can obtain information about Wi-Fi connection, for example, name of
the Wi-Fi network, security mode, and time of the last connection. The investigator can also acquire
GPS location and web browser history. However, the amount and types of extracted data depend on
the particular model of the mobile device, its operating system and its condition. The price for
different packages varies from $99 to $1,500 depending on the number of mobile phones and
available features. (MOBILedit, 2018)

2.4 Cellebrite UFED

Cellebrite UFED is a family brand name for a group of mobile forensics products of Israeli company
Cellebrite. UFED includes both hardware and software tools. Various products from this package
are able to perform different types of extraction, such as logical, advanced logical, file system,
physical, etc. They also have the ability to restore deleted files from the mobile devices and decode
information, which is encrypted or protected with a password. UFED can extract data not only from
mobile devices, such as tablet computers, smartphones, personal digital assistants (from now
onwards PDAs), but also from SD and SIM cards. For this reason, UFED products come complete
with adapters, cables and other peripherals, which then become a part of the forensic accessory kit.
It is also important to mention, that Cellebrite UFED products are not the cheapest ones. (Mahalik,
2016) The price ranges from approximately $149 to $16,000. (Digital shield, 2018; SC Media UK,
2015)

Two software forensic tools from Cellebrite UFED are chosen for performing data acquisition and
data analysis in the practical part of this bachelor’s thesis. The main reason for using these tools is
the author’s experience with software and hardware tools from this company, and his access to them
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and their license that he has available at work. The chosen tools also have a user-friendly interface
that is an advantage for some inexperienced users, who might become interested in them after reading
the performed study. The UFED Cellebrite supports a vast number of device profiles as well.
Therefore, next chapter includes a more profound description of the two software tools from
Cellebrite UFED, which are used later in a practical part of the thesis.
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3 Forensic tool Cellebrite UFED

Cellebrite UFED provides investigations with field-ready tools, such as Ruggedized Laptop and
Touch2, that are able to withstand different types of damage during various situations. Other software
and hardware products, that are offered by UFED are 4PC, Touch, UFED Cloud Analyzer, UFED
Logical Analyzer, UFED Physical Analyzer, UFED InField, Phone Detective, etc.

The latest version 7.11 of the Cellebrite UFED products was released in November 2018 and now
supports 26 179 device profiles and 7 043 app versions. (Cellebrite, 2018) It is necessary to take into
account, that each software forensic tool has its own specifications, and is not obliged to work with
all types of mobile devices. For instance, UFED Physical Analyzer is able to extract data only from
i0S, GPS and mass storage devices, nevertheless it can open any type of extraction from other
devices. UFED 4PC, on the other hand, can extract data from a greater range of mobile devices,
including newly released models, such as iPhone X that was released in November 2017. On that
account for the practical part of this bachelor’s thesis is chosen iPhone 6, as data extraction from
devices that run iOS provides a more in-depth view of the device. This chapter introduces the reader
to the following software forensic tools: UFED 4PC and UFED Physical Analyzer, that are used in
the practical part of the thesis later on.

3.1 UFED Physical Analyzer

The UFED Physical Analyzer application uses advanced deciphering, analysis, and reports in order
to provide a comprehensive view of the device's memory. As has been mentioned above, this
software tool can decode all types of extractions created by UFED and carry out powerful extraction
for GPS and i0S devices. Physical Analyzer is able to reconstruct file system of the device and
decipher various analyzed data types such as Contact lists, call logs, text messages (SMS), device
and application information, and more. Among its key features is also the ability to provide access
to both current and deleted data on the device. Physical Analyzer offers an opportunity for powerful
analysis and search. It allows the user to conduct an advanced search based on multiple parameters,
regular expressions (RegEx) and a predefined list of keywords. The application supports a single
chronological view, that represents a timeline of all the events performed via the mobile device. It
enables to add, remove and write your own plug-ins as well. It is also important to mention, that it
has intuitive and user-friendly user interface (from now onwards UI) for browsing the extracted
information.

Before installing Physical Analyzer, it is important to take into consideration system requirements
that are presented in the Table 3.1-1. (Cellebrite PA Manual, 2018)

UFED Physical Analyzer can be activated in one of the following ways: using a software license, a
hardware license key (from now onwards dongle) and a network dongle license. In this bachelor’s
thesis the second method is used, namely, the dongle license. It is necessary to note that user must
have administrative rights over the computer, in order to activate the application.
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Table 3.1-1 System requirements for UFED Physical Analyzer

PC Windows compatible PC with a